Abstract-Since its invention, the web has considerably advanced and it now provides its users with sophisticated technologies and processes for facilitating interactions. This has enabled users to complete their tasks by efficient ways and in turn increase their productivity. But in such an environment, it is imperative for a user to make informed decisions in a proactive way by which it can achieve its aims and maximize its interaction experience. To achieve that, various approaches have been proposed by which a user can make an interaction-based decision in web-based ecommerce. But at the same time the notion of risk has been considerably ignored in that domain; even though it has been mentioned in the literature that risk plays an important part while decisionmaking in any domain. So in order to have such an analysis of risk while decision-making, in this paper we highlight the importance of risk and then propose a fuzzy inference model for assisting risk-based decision making in e-commerce business interactions.
INTRODUCTION
The rapid pace of development of the internet for facilitating e-commerce interactions has provided users with sophisticated technologies which eases the process of carrying out their activities and the ability to complete their tasks in less time. This has reduced the delays associated with the conventional method of interactions thus boosting user's efficiency as well as helping them to improve their sales and productivity. But as mentioned by Chang et al. [1] 'The dynamic, open and convenient web environment not only boosts business potential and the economy but also creates concerns of security, trust, privacy and risks'. So the users before utilizing the provided facilities to their advantage, should consider and analyse beforehand these factors in order to make sure that they achieve what they desire, or get the maximum output in their interactions. In the literature, various approaches have been proposed for the interaction initiating agent to make an informed interactionbased decision in e-business interactions [2] [3] [4] [5] . But from an analysis of those approaches it can be inferred that the notion of perceived risk has been considerably ignored and has not been considered to determine its impact while making an informed interaction-based decision. Those approaches by not considering the risk in an interaction while decisionmaking ignore and do not take into consideration all the concepts that are required to be considered while decision making. Risk plays a central role in deciding whether to proceed with an interaction or not. It can broadly be defined as an attribute of decision-making that reflects the variance of its different possible outcomes. We term the category of risk that we are speaking about in this case as the 'transactional risk'. Transactional risk represents the level of risk associated with the successful completion of the business activity. This is different from the other risks associated with the other aspects of business activity such as security risks, privacy risks etc. Further in the paper we term the transactional risk as the perceived risk in the business interaction. In the domain of e-business, the analysis of perceived risk will give the interaction initiating agent the level of failure that it can experience in achieving its desired outcomes; as well the possible financial loss in its invested resources. This type of output is not represented by the analysis of factors like trust, security or privacy; and thus risk commands a central role in any discussion that is related to an interaction. Due to space limitations we cannot do a detailed comparison of risk with other concepts like trust and security.
In this paper, we propose an approach which addresses this issue and by which the interaction initiating agent can consider the quantified perceived risk in forming an interaction and then utilize it to decide on in forming an interaction with the other agent. The paper is organized in the following sections. In section 2 we highlight the importance of considering the risk propensity of the interaction initiating agent while decision-making. In section 3 we develop a fuzzy inference system for decision-making and define the rules. In section 4 we explain the proposed approach by using an example and discuss the results in detail. Finally in section 5 we conclude the paper.
II. RISK PROPENSITY WHILE DECISION-MAKING
In order to consider the level of risk while decisionmaking, it is important to first assess it according to its object of analysis in e-commerce business. While quantifying perceived risk in the domain of e-business environments, the likelihood and magnitude of perceived risk should be determined, as the need to determine these characteristics of risk in such type of interactions is important. So in order to consider these characteristics, we define perceived risk in ecommerce business as a combination of its two subcategories namely performance risk and financial risk. We define the two interacting agents as the risk assessing agent and the risk assessed agent. The risk assessing agent is termed as the initiator of the interaction and the risk assessed agent is the agent with whom it interacts with. Performance risk is defined as the likelihood of the risk assessed agent in not providing the risk assessing agent with what it desires or expects in the time period of its interaction, resulting in the negative outcome or failure in the interaction [6] . The expectations of the interaction are formed beforehand after a series of negotiations between the interacting agents. Financial risk is defined as the degree and magnitude of loss to the risk assessing agent in the interaction due to the performance risk of the risk assessed agent [7] . In our recent work, we have proposed a methodology by which the risk assessing agent determines the numeric [8] and linguistic level [9] of risk in an interaction as a combination of these subcategories.
Once this is done then the risk assessing agent has to utilize the determined level of perceived risk to decide on its future course of interaction with the other agent. Alternatively, it may be the case that the risk assessing agent may have to make a decision about choosing an agent to interact with from a set of agents, after managing the level of perceived risk in interacting with each of them. To assist itself during this process; the risk assessing agent should analyze the determined level of perceived risk in interacting with an agent, according to its risk propensity in the interaction. In this paper, we propose such a methodology by which the risk assessing agent can utilize the determined level of perceived risk to decide whether to form an interaction with a risk assessed agent. Since the decisionmaking process is best understood when it is expressed semantically, we utilize a fuzzy inference system to propose the methodology for assisting the risk assessing agent in decision-making. In the next sub-section, we define the term 'risk propensity' and how it impacts upon the risk assessing agent while making an interaction-based decision.
A. Risk Propensity and its effect on Decision Making
While decision making, 'Risk Propensity' defines the risk assessing agent's risk taking nature or its risk attitude in the interaction. It also defines its current tendency towards taking the level of risks in an interaction. So in an interaction, the risk propensity of the risk assessing agent is the main factor in determining how it will behave or react to the level of perceived risk and what its interaction based decision output is going to be [10] . It is important to note that no two risk assessing agents might have the same risk attitude, and with the variation in their risk attitudes their approach to decision making in the interaction varies. Also, the risk attitude of an agent might not be the same throughout. Subsequently while making the decision, it is very important for the risk assessing agent to first ascertain its accurate risk propensity at that given period of time and then to determine its impact on the level of perceived risk in the interaction, for making an informed determination on an interaction.
We propose that the risk assessing agent while determining semantically the risk-based decision output, should consider the impact of its risk propensity on the determined linguistic level of perceived risk in interacting with the risk assessed agent, which is determined by our previous work in Hussain et al. [9] . This is because, the linguistic level of perceived risk has semantics associated with it, which can be utilized to better ascertain the semantic decision output in the interaction. To determine the linguistic level of perceived risk in an interaction, we utilized a fuzzy inference system in [9] that has 6 fuzzy sets or predicates.
The different fuzzy sets are: Extremely Low (EL), Low (L), Low Medium (LM), Medium High (MH), High (H) and Extremely High (EH). The risk propensity of the risk assessing agent should be determined from a spectrum or range which specifies all the different possible risk taking natures or risk attitudes possible in an interaction. We define the spectrum of the risk propensity of the risk assessing agent as having three broad categories. They are:
Risk Averse (RA): 'Risk Averse' is defined as that attitude of the risk assessing agent where it wants to take only minimal risk in the interaction. We consider that the agents with a risk propensity level of 'risk averse' accept the magnitude of perceived risk up to EL = 1 in interacting with a risk assessed agent.
Risk Neutral (RN): 'Risk Neutral' is defined as that attitude of the risk assessing agent where it wants to proceed in the interaction only if the advantages that it will achieve will outweigh the costs involved. In other words, we consider that agents with a risk propensity of risk neutral do not totally avoid risk as done by those agents of a risk averse nature, and will accept the perceived risk in the interaction up to the level of LM =1.
Risk Taking (RT): 'Risk Taking' is defined as that attitude of the risk assessing agent where it is indifferent to any level of perceived risk and is ready to interact with a risk assessing agent, no matter what level of perceived risk is present in the interaction. We consider that the agents with a risk propensity nature of risk taking, will accept the magnitude of perceived risk up to EH = 1 in interacting with a risk assessed agent.
The risk attitudes of the risk assessing agent in terms of accepting the magnitude of perceived risk in the interaction can be arranged in the order of RA < RN < RT. In order to determine on an interaction, the risk assessing agent has to first choose its risk propensity level or risk attitude from the spectrum. It is possible that the risk propensity level of the risk assessing agent might not always be a crisp value which corresponds totally to a given level, but might overlap across the different possible levels. To take such scenarios into account, we propose using a fuzzy inference system to capture the fuzziness of the risk attitude of the risk assessing agent, and then utilize it to accurately determine its impact on the level of perceived risk in the interaction. In the following sections, we define and develop a fuzzy inference model which quantifies the risk propensity of the risk assessing agent and then determines its impact on the level of perceived risk in interacting with the interacting agent, in order to recommend an interaction-based decision to the risk assessing agent.
B. Defining the Fuzzy sets and the Membership function for the Input: Risk Propensity (RP) of the risk assessing agent
The input to the system 'Risk Propensity' (RP) of the risk assessing agent represents its quantified risk attitude or its risk taking nature in the interaction. In the previous subsection, the spectrum over which the possible risk attitude of the risk assessing agent extends is defined. In order to consider the levels from that spectrum in our fuzzy inference model, we define the universe of discourse (UoD) of the input variable to the system 'Risk Propensity' of the risk assessing agent in the range of 1-5; {1, 2, 3, 4, 5} where each element represents a numeric value and is unit-less. To classify different fuzzy sets for the input variable 'Risk Propensity' of the risk assessing agent we divide the universe of discourse into 3 predicates, 'Risk Averse', 'Risk Neutral' and 'Risk Taking'. The membership function for the input 'Risk Propensity' of the risk assessing agent is such that it is a combination of a triangle and straight lines as shown in Figure 1 . The membership function is used to determine the strength to which a value from the UoD of the input variable quantifies to the defined predicates of the risk attitude of the risk assessing agent. 
C. Defining the Fuzzy sets and the Membership function for the Input: Perceived Risk (PR) in the Interaction
The input variable 'Perceived Risk (PR)' in the interaction represents the determined level and magnitude of perceived risk in interacting with a risk assessing agent, with whom the risk assessing agent has to determine on an interaction. In our previous work, we defined six fuzzy sets or predicates on which the level of perceived risk is determined. The membership function for the input 'Perceived Risk' is shown in Figure 2 . The fuzzy inference system computes an output specifying the Recommended Risk-based Decision (RRD), based on the inputs given to it. This recommended risk-based decision is the result of the effect of the risk propensity of the risk assessing agent on the perceived risk in interacting with the interacting agent. We consider a range of 0-10; {0, 1, 2,…, 10} as the universe of discourse (UoD) while determining the recommended risk-based decision output by the system. As our aim is to develop a fuzzy inference system which assists the risk assessing agent in making an informed interaction-based decision with a risk assessed agent, the fuzzy sets for the output variable are defined such that there are two predicates in them. They are 'Proceed' (P) and 'Don't Proceed' (DP) which represents the two possibilities for the risk assessing agent to consider while decision making in an interaction. The membership function for the output 'Recommended Risk-based Decision' in the interaction is defined as an intersection of straight lines spread over the universe of discourse for the fuzzy variable, as shown in Figure 3 . Once the input variables have been transformed into fuzzy sets by using their defined membership function, they must then be processed in the inference engine of the fuzzy system to determine the impact of the risk propensity of the risk assessing agent on the perceived risk in interacting with the risk assessed agent by using the defined rules. In the next section, we define the rules for the fuzzy inference system by which it recommends a decision output to the risk assessing agent in forming an interaction with a risk assessed agent.
III. DEFINING THE RULES FOR FUZZY RECOMMENDED RISK-BASED DECISION MODEL
With the change in the risk propensity levels the way how the risk assessing agent assesses the perceived risk in interacting with a risk assessed agent changes. Hence, it is important for the risk assessing agent to first ascertain its accurate risk propensity or its risk attitude and accordingly decide on the future course of the interaction. In the previous section, we defined the levels of acceptable perceived risk by the risk assessing agent only according to the crisp levels of its risk propensity. These levels of acceptable perceived risk in the interaction will change when the risk propensity of the risk assessing agent overlaps different levels. So, to take into consideration the intermediate values of the risk propensity, in Table 1 we define by using fuzzy rules the acceptable levels of perceived risk by the risk assessing agent, according to the various levels of its risk propensity. Furthermore, while defining the fuzzy rules, if the risk assessing agent's risk propensity is a combination of different attitudes, then we consider the 'Maximum Risk Attitude' (MRA) of the risk assessing agent and based on that determine the 'Maximum Acceptable Perceived Risk Level' (MARL) in the interaction. As mentioned in the last section, the nature of the risk taking attitude of the risk assessing agent in the interaction is in the order of: RA < RN < RT. Hence, if a risk assessing agent's risk propensity nature is a combination of levels RA and RN with DOM 0.4 and 0.6 respectively, then the maximum risk attitude or maximum risk propensity nature of the risk assessing agent is RN = 0.6. Based on this level and by using fuzzy rules defined in Table 1 , the risk assessing agent should determine the Maximum Acceptable Perceived Risk Level (MARL) in interacting with the risk assessed agent. It is highly possible that a risk assessing agent by utilizing the our proposed approach in Hussain et al. [9] determines that there is more than one fuzzy set or predicate of Perceived Risk present in its interaction with the risk assessed agent. In such scenarios three possibilities arise here according to the risk propensity nature of the risk assessing agent:
the levels of perceived risk in the interaction are totally acceptable to the risk assessing agent; the levels of perceived risk in the interaction are totally unacceptable to the risk assessing agent; the level s of perceived risk in the interaction is are partially acceptable to the risk assessing agent.
In each case, the recommended output from the fuzzy inference system to the risk assessing agent varies according to the level of its acceptance of the perceived risk in the interaction, according to its risk attitude or risk propensity nature. So while decision-making, the risk assessing agent should consider each predicate of perceived risk in interacting with the risk assessed agent with the degree of magnitude of its occurrence and then determine the impact of its risk propensity on it.
In order for the fuzzy inference system to consider such cases, we introduce a variable called 'Possible to Proceed in the Interaction at this stage' (Poss) when defining the fuzzy rules for the recommended risk-based decision output. This variable is determined for each predicate of perceived risk and it represents whether or not that predicate along with its magnitude of occurrence is acceptable to the risk assessing agent according to its risk attitude or risk propensity, and depending on that, whether it should 'Proceed' or 'Don't Proceed' in the interaction. The output which the variable gives applies only to that predicate of perceived risk on which it is determined. If there are more than one level or predicate of perceived risk in the interaction, then the fuzzy system will consider each predicate of perceived risk and then determine the value for the variable 'Possible to Proceed in the Interaction at this stage' (Poss) for each of those predicates. We term the predicate of perceived risk which the risk assessing agent currently examines and determines the value of the variable 'Poss' as 'Current Risk Level' (CRL). The risk propensity of the risk assessing agent is represented by three fuzzy sets or predicates as shown in Figure 1 , and the perceived risk in the interaction is represented by six fuzzy sets or predicates as shown in Figure 2 . In Table 2 we define the rules for the system to make a risk-based decision in an interaction. Table 2 represents the fuzzy sets to which the risk propensity of the risk assessing agent quantifies to its defined membership function. The value for the variable 'Poss' in Table 2 for each of the 'CRL' being considered can be determined from Table 3 , by taking into consideration the 'MRA' of the risk assessing agent and then determining if the 'CRL' is less than or equal to the 'MARL'. If this is the case, then the value of 'Poss' will be 1 for that 'CRL' in Table 2 otherwise it will be 0.
Once the fuzzy rules of Table 2 have been evaluated, then they must be aggregated and defuzzified in order to obtain a crisp value on the output membership function. For aggregating the output of the rules we utilize the Root Sum Square (RSS) method. In our case, as there are two predicates in the output membership function, the aggregation output of all the rules for each predicate is determined by:
(DP The determined values for each predicate from the aggregation process are then plotted on the output membership function, to ascertain the range of the output. The scalar output of the fuzzy inference system is then obtained by defuzzifying the range in which the output exists to obtain a crisp value by utilizing the centre of gravity or centroid method. The obtained crisp value when plotted on the output fuzzy set represents the recommended risk-based decision from the fuzzy inference model. If the risk assessing agent has to decide on an interaction when there is more than one risk assessed agent, then the fuzzy inference system repeats the above steps and determines the scalar output on the output membership function in forming an interaction with each risk assessed agent. In the next section we will explain the proposed methodology of risk-based decision making by an example.
IV. DETERMINING THE RECOMMENDED FUZZY RISK-BASED DECISION OUTPUT IN THE INTERACTION
The main purposes of using a fuzzy inference system to assist the risk assessing agent in determining an interaction are:
In contrast to the other approaches in the literature [11] [12] [13] [14] , the fuzzy inference system allows the risk assessing agent to consider the intermediate states from the spectrum of the risk propensity levels, as its risk taking attitude in the interaction.
It considers each level or predicate of the determined perceived risk in forming an interaction with a risk assessed agent, and ascertains the effect of its risk propensity on it, to determine the recommended risk-based decision in undertaking an interaction with that agent.
To explain the effectiveness of the fuzzy inference system while assisting the risk assessing agent in decision making, let us consider that a risk assessing agent 'A' has to choose a logistics company to fulfill its desired outcomes from a possible set of 3 companies, agent 'B', agent 'D' and agent 'E'. The risk assessing agent 'A', in order to make a risk-based decision, analyses the level of perceived risk in interacting with each of the risk assessed agents by using the methodology explained in our previous work [8, 9] Let us consider that the risk assessing agent chooses a value of 3.6 as its 'Risk Propensity' in the interaction. While decision making, in order for the risk assessing agent to avoid being biased towards a particular agent and to assess all the risk assessed agents of the interaction in a uniform way, we propose that its risk propensity remains constant throughout the decision making process. By utilizing the proposed methodology, the range of output on the fuzzy inference in forming an interaction with each risk assessed agent is as shown in From the above figures it can be concluded that: The strength to which the rules correspond to the fuzzy set 'Proceed' are 73.69 %, 40 % and 100 % while interacting with agent 'B', 'D' and 'E' respectively.
Of the set of risk assessed agents, it can be concluded that the fuzzy inference system recommends agent 'E' to the risk assessing agent 'A', as the strength by which the rules fires and produce an output leans towards the output fuzzy set 'Proceed' more while interacting with the other agents.
In the example considered, it can be seen that even though the same rules fire in the case of agents 'B' and 'D', the strength to which each rule quantifies to its output set varies. This is due to the difference in the possibility of occurrence of the predicates of perceived risk in interacting with both the agents, which varies the output of the fuzzy inference system accordingly.
While aggregating the fuzzy rules in interacting with agent 'D', it can be seen that if fuzzy additive method had been used, then the output fuzzy sets would have a DOM of 1.0 each. This would give the resultant answer from the fuzzy inference system as 0.5 'Proceed' and 0.5 'Don't Proceed'. Hence, those aggregation techniques were not used in this inference model and the RSS aggregation approach was used, which determines the accurate strength of the output fuzzy set by considering all the firing rules.
By utilizing the fuzzy recommended risk-based decision model, the risk assessing agent can make an informed decision about choosing an agent to interact with from a set of risk assessed agent, according to its risk propensity and the level and magnitude of the perceived risk in interacting with them. Further if the level of perceived risk in interacting with an agent is beyond its acceptable risk propensity, then the proposed approach will give the exact levels of variance. Based on that the risk assessing agent can determine the intensity by which it has to carry out the process of risk management. After the process of risk management the proposed approach can be utilized again to determine if the level of perceived risk has been reduced to be within acceptable limits according to its risk attitude.
V. CONCLUSION
In this paper we proposed a fuzzy inference system which assists the risk assessing agent to make an informed decision about an interaction with an interacting agent, based on the perceived risk in interacting with it. This is in contrast to the approaches in the literature which propose approaches for decision-making in the interaction just based on the level of trust. The inference system gives its recommendation by considering the impact of the risk attitude of the risk assessing agent on the determined levels of perceived risk according to its magnitude, in interacting with that interacting agent. Furthermore, the output which the fuzzy inference model gives is not just limited to an output predicate, like either 'Proceed' or 'Don't Proceed' but it also gives the strength to which each of the output fuzzy set quantifies. This is particularly useful for the risk assessing agent when it has to make an informed decision about choosing an agent with which to interact, from a set of interacting agents.
